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EXPERIENCE

Covington & Burling LLP 2018-present
Partner
Practice spans national security, cybersecurity, trade controls, and CFIUS with an emphasis on technology
and government contractor clients. Representative matters include:
e Advise clients across various sectors, including government contractors, on cybersecurity, both
pre-incident advice, incident response, and legal advice on cyber operations;
e Represent multiple major technology companies in Federal Trade Commission (FTC)
investigations of data privacy/cybersecurity practices;
e Represent multiple major technology companies before the Office of Foreign Assets Control
(OFAC) on voluntary self-disclosures, enforcement actions, and license applications;
e Advise technology and government contractor clients on application of emerging U.S. supply
chain regulations (including ICTS Executive Order and Rule, supply chain reviews);
e Advise numerous technology companies on government demands for access to data, including
representation of clients in disputes and litigation with the government; and
e Co-lead of firm’s Supply Chain Initiative and Technology Industry Initiative, and member of the
firm’s Evaluation Committee and Mental Health Committee.

Federal Bureau of Investigation, Office of General Counsel

Principal Deputy General Counsel (Career SES) 2015-2018
Acting General Counsel January 2018
Led the National Security & Cyber Law Branch of the Federal Bureau of Investigation (FBI) Office of
General Counsel (OGC).

o Managed over 100 attorneys and staff of the National Security & Cyber Law Branch of OGC.

o Developed and successfully implemented a plan for the complete reorganization of the branch.

e Supervised the legal advice provided by FBI lawyers to the FBI’s Counterterrorism Division,
Counterintelligence Division, Cyber Division, and Terrorist Screening Center, including advice
related to investigations, prosecutions, policy issues, and compliance matters.

e Advised FBI executive management on a broad range of issues, including legal issues arising out
of national security and cyber investigations and prosecutions, as well as national-level policy and
legislative initiatives (e.g., supply chain regulation, encryption, CLOUD Act, FISA, and data
privacy issues), congressional oversight, compliance, and other matters.

o Conducted briefings for and negotiated with congressional members and staff on oversight matters
and proposed legislation.

U.S. Department of the Treasury, Office of General Counsel

Assistant General Counsel for Enforcement & Intelligence (Career SES) 2014-2015
Supervised the legal support to Treasury’s Office of Terrorism and Financial Intelligence (TFI) and its
component offices and bureaus, including the Office of Intelligence and Analysis, the Office of Terrorist
Financing and Financial Crimes, OFAC, and the Financial Crimes Network (FInCEN).

e Supervised approximately 50 attorneys and staff who provide legal support to TFI.

o Directly supervised six career SES appointees, including the Deputy Assistant General Counsel for
Enforcement and Intelligence and the Chief Counsels to OFAC and FinCEN.

e Provided legal and policy-related advice to the Under Secretary for Terrorism and Financial
Intelligence, General Counsel, and other senior Treasury officials on use of OFAC authorities,
anti-money laundering and counter-terrorist financing, cybersecurity, congressional oversight, and
other matters.



U.S. Department of Justice, Office of the Deputy Attorney General

Associate Deputy Attorney General (Schedule C SES Appointee) 2013-2014
Senior Counsel to the Deputy Attorney General 2011-2013
Assisted the Deputy Attorney General in supervising the legal and policy work of DOJ on national security
and cyber issues.

e Advised the Deputy Attorney General and Attorney General on broad range of national security
and cyber issues, including counterterrorism operations, authorizations for use of force, FISA,
CFIUS, Attorney General Guidelines, assertion of state secrets privilege, and cyber operations.

o Advised the Deputy Attorney General and Attorney General on complex legal and policy issues
arising before the Principals and Deputies Committees of the National Security Council.

o Assisted the Deputy Attorney General in supervising various DOJ components, including the
National Security Division, the Office of Legal Counsel, and the Civil Division.

e Led complex projects requiring coordination of multiple DOJ components and the interagency and
represented DOJ at interagency meetings (including Deputies Committee meetings of the National
Security Council).

U.S. Department of Justice, Office of Legal Counsel

Attorney Adviser (Career GS -15) 2007-2010
Provided legal advice on a broad range of constitutional, statutory, and regulatory issues to the White
House Counsel’s Office, Executive Branch agencies, and DOJ components.

e Provided legal advice to White House Counsel’s office and various Executive Branch agencies on
cybersecurity, Title 10/Title 50 issues, foreign intelligence surveillance, financial crisis-related
issues, Presidential authorities, executive privilege, Presidential appointments and removals, and
ethics and fiscal law.

e Reviewed proposed presidential orders and Attorney General orders for form and legality. Helped
manage the orders practice for the office by supervising the work of other attorneys and
representing the DOJ in interagency review processes.

e Reviewed proposed legislation for constitutional issues and drafted views letters for Congress.

e Represented DOJ at various interagency meetings on complex legal issues.

Covington & Burling LLP, Washington, D.C.
Summer & Full-time Associate Summer 2002, 2004-2007
Litigated trial and appellate matters and conducted internal investigations.
o Wrote appellate briefs and dispositive motions involving complex legal issues in various cases.
o Represented a special litigation committee to the board of a Fortune 50 company in shareholder
derivative lawsuits.
o Represented a major pharmaceutical company in a patent infringement case from discovery
through bench trial.
o Represented a technology client in a patent infringement case involving a jury trial.

EDUCATION

Harvard Law School, J.D. magna cum laude, 2003
Editor-in-Chief, Harvard International Law Journal

Yale University, B.A. cum laude, Ethics, Politics & Economics with distinction, 1998
Phi Beta Kappa

JUDICIAL CLERKSHIPS
Hon. Elena Kagan, U.S. Supreme Court, Law Clerk 2010-2011

Hon. Jeffrey S. Sutton, U.S. Court of Appeals, Sixth Circuit, Law Clerk 2003-04





